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yber crime has emerged as a major concern with the rapid growth of internet use,

smartphones, social media, online banking, and digital payment services. Lack of
awareness and unsafe digital practices can increase an individual's vulnerability to phishing,
online financial fraud, identity theft, hacking, cyber bullying, malware, and other cyber
threats. The findings indicated that respondents possessed a basic level of awareness
regarding common cyber crimes; however, gaps were observed in the consistent adoption of
recommended digital safety practices such as using strong and unique passwords, enabling
two-factor authentication, verifying suspicious links and websites, and protecting personal
and financial information. The study emphasizes that awareness alone may not always lead to
safe online behaviour. Continuous and practical cyber safety awareness programmes are
therefore essential to improve digital literacy, encourage responsible online behaviour, and
reduce vulnerability to cyber crime. Strengthening public awareness and preventive practices
can contribute significantly to creating a safer digital environment.

Keywords: Cyber crime, Cyber awareness, Digital safety, Cybersecurity, Online fraud,
Phishing, Digital literacy, Preventive measures, Internet safety, Cyber security awareness.

Introduction

The rapid growth of information and communication technology has transformed the way
people communicate, access information, perform financial transactions, and use essential
services. The increasing use of smartphones, social media, online banking, digital payment
platforms, and other internet-based services has made daily life more convenient. However,
this rapid digital expansion has also increased the risk of cyber crimes and other online
threats. Cyber crime refers to illegal activities carried out using computers, mobile devices,
networks, or the internet, including phishing, identity theft, online financial fraud, hacking,
cyberbullying, malware attacks, and misuse of personal information. Cyber crime has become
a significant concern because individuals may unknowingly share sensitive information, click
on fraudulent links, use weak passwords, or interact with unverified websites and
applications. Lack of awareness about common cyber threats and safe digital practices can
make individuals particularly vulnerable to financial loss, identity theft, privacy violations,
and psychological distress.
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Digital safety involves responsible and secure use of digital devices, online platforms,
applications, and internet services. Practices such as using strong and unique passwords,
enabling two-factor authentication, regularly updating software, avoiding suspicious links
and attachments, protecting personal information, verifying online communications, and
reporting cyber incidents can significantly reduce the risk of cyber attacks. Therefore,
improving awareness and promoting safe digital behaviour are essential components of cyber
crime prevention. Awareness programmes can play an important role in educating individuals
about different forms of cyber crime, warning signs of online fraud, methods of protecting
personal and financial information, and appropriate steps to take when a cyber incident
occurs. Such programmes can help develop responsible digital behaviour and encourage
individuals to use technology safely and confidently.

Materials and Methods

The study was conducted among selected individuals from the study area. The respondents
were approached at their respective educational institutions, workplaces, community settings,
or other accessible locations depending upon the study population. The study population
consisted of individuals who regularly used digital devices and internet-based services such
as smartphones, social media, online banking, digital payment applications, and other online
platforms.

Data Collection Tool

- Awareness regarding different types of cyber crimes.

- Knowledge of common online threats such as phishing, identity theft, online fraud, hacking,
malware, and cyberbullying.

- Awareness of digital safety practices.

- Password and account security practices.

- Safe use of social media and digital payment platforms.

- Awareness regarding reporting cyber crime.

- Preventive measures adopted by the respondents.

Data Collection Procedure

Before data collection, the purpose of the study was explained to the respondents. Informed
consent was obtained from the participants. The questionnaire was distributed to the selected
respondents and sufficient time was provided for completion. The completed questionnaires
were collected and checked for completeness. Confidentiality and privacy of the respondents
were maintained throughout the study.

Results and Discussion

The findings indicated that most respondents were regular users of smartphones and internet-
based services, including social media, online banking, digital payment applications, and
online communication platforms. A majority of respondents were aware of online financial
fraud, phishing, hacking, identity theft, and cyberbullying. However, some respondents had
limited knowledge regarding sophisticated cyber threats, fraudulent websites, malicious
applications, and methods used by cyber criminals to obtain personal information.Regarding
digital safety, many respondents reported using passwords to protect their accounts and were
aware of the importance of keeping personal information confidential. However, practices
such as regularly changing passwords, using unique passwords for different accounts,
enabling two-factor authentication, checking website authenticity, and avoiding suspicious
links were not consistently followed by all respondents.

The findings related to preventive measures showed that respondents commonly
avoided sharing passwords, personal identification details, and banking information with
unknown persons. Many respondents also reported being cautious while receiving unknown
messages or calls. However, there was a need for greater awareness regarding reporting cyber
crime, securing social media accounts, identifying phishing attempts, and taking immediate
action after a cyber incident.
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Future Scope

1. Conduct regular cyber crime awareness programmes in schools, colleges and rural
communities.

2. Promote safe practices such as strong passwords, two-factor authentication and privacy

protection.

Increase awareness about online fraud, phishing, cyber bullying and identity theft.

4. Encourage people to report cyber crimes promptly through appropriate cyber crime portals

and authorities.

Develop digital safety training programmes for vulnerable and less digitally literate groups.

6. Use social media and digital platforms to spread updated information about emerging cyber
threats.
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Conclusion

The present indicates that although individuals are generally aware of common cyber crimes
such as phishing, online financial fraud, hacking, identity theft, and cyber bullying, gaps may
exist between knowledge and the actual practice of safe digital behaviour. The findings
emphasize the need for individuals to adopt essential preventive measures such as using
strong and unique passwords, enabling two-factor authentication, avoiding suspicious links
and messages, protecting personal and financial information, regularly updating digital
devices, and verifying websites and online communications before sharing information.
Individuals should also be aware of appropriate mechanisms for reporting cyber crimes and
should take prompt action when suspicious activities occur. Cyber security awareness should
be considered a continuous process rather than a one-time activity. Regular awareness
programmes, practical demonstrations, educational campaigns, and community-based
training can improve digital safety practices and encourage responsible use of technology.
Educational institutions, workplaces, government agencies, and digital service providers can
play an important role in strengthening cyber security awareness.
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